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Abstract of the contribution: The operator will not always know if a key K has leaked to an attacker.  LTKUP is therefore not only about replacing a key when it is known to have leaked – it is also, more generally, about reducing the risk that a leaked key will be in use.  This Key Issue overlaps to someone extent with Key Issues 1 and 2 (if our contributions S3-181264 and S3-181265 are approved).  However, some of the security requirements are different, and it is important to state them clearly.  We also propose to introduce one new evaluation criterion to reflect this key issue.
1. Introduction

Key Issues 1 and 2 cover the case when the individual subscription key K of one or more subscriptions leaks to an attacker, and describes requirements on a mechanism to replace a (leaked) key with a new one.  But the operator will not always know if a key K has leaked to an attacker: if the attacker only uses the key to carry out passive eavesdropping attacks, then there will no straightforward means for the operator to detect the leakage and exploit.
A Long Term Key Update Procedure may therefore be used not only to replace a key when it is known to have leaked, but also to reduce the risk that a leaked key will be in use at all.  This introduces some security requirements that are slightly different from those arising from Key Issues 1 and 2.
The text below is all new, and so is shown without change marks, for ease of reading.
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
7.x
Key Issue x: undetected leakage of K
7.x.1
Issue description
This key issue overlaps with key issues 1 and 2 - where the individual subscription key K of one or more subscriptions is obtained by an attacker - but where the operator has no way to detect the leakage (in particular because the attacker only uses the K for passive eavesdropping attacks).
7.x.2
Threat Description
An attacker who knows the K for a specific subscriber may be able to decrypt encrypted communications that are taking place or were pre-recorded, in a passive and generally undetectable way.

However, for these attacks to succeed, the attacker would also need to know (or be able to guess) other parameters such as OP/OPc or TOP/TOPc.

For a customer, the consequences are that their calls and data may be eavesdropped over an extended period.  If large scale leakage of K has occurred, then large scale eavesdropping may be possible.
The operator cannot generally detect that leakage has occurred, and thus has no reason to update or replace any particular UICC.  Rather, the objective for the operator should be to minimise the risk of such leakage occurring in the first place.
7.x.3
Security requirements
As identified in section 4, Long Term Keys might leak to an attacker in any of the following ways:

a)
a security compromise at the factory (SIM vendor or subscription manager) where K is generated.

b)
a security compromise of the communication channel over which K is transported from SIM vendor or subscription manager to network operator.

c)
a compromise of the mobile operators’ equipment or software.

d)
an insider attack on the key store at a network operator or SIM vendor.

e)
a local attack (e.g. side channel) on the SIM card in the supply chain.

f)
a local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer.

g)
by accident due to misconfiguration in the mobile operator network.

A long term key update mechanism should remove or reduce as many of these risks as possible, as far as possible.  More specifically:

-
A long term key update mechanism will ideally remove or reduce the risk of leakage methods a, b, c, d, e or g occurring.
-
It is unlikely that a long term key update mechanism can significantly reduce the risk of leakage method f occurring.  However, if the mechanism makes reasonably frequent update of K possible, then this limits the damage of any particular execution of a side channel attack.
Note: the term "reasonably frequent" in the above paragraph is not precisely defined, but should be understood as something like "every few months" - not as "every few minutes".  Trying to update K too frequently could cause a number of problems such as network load, battery drain, UICC stress or noticeable loss of service.

~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
8.y
Reactive or pre-emptive effectiveness
Some of the issues identified in section 7 relate to the need to update keys after they are known or suspected to have been compromised (i.e. the need for reactive solutions).  Other issues are about reducing the ways in which the keys in use are exposed to the leakage risks identified in section 4, and hence reducing the risk of key leakage (i.e. the need for pre-emptive solutions).  The solution evaluation shall distinguish between these two cases, identifying how well the solution addresses reactive requirements and how well it addresses pre-emptive requirements.
~ ~ ~ End of second text proposal ~ ~ ~
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